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File Search Tools Help

Name Created Name: | Ransom:Win32/Crowti T |R

Ransom:Win32/Crowti 2014-07-27 23:58:342

Author: |Russ McR
Backdoor Win32/Zegost.B 20140719 04; or- (s Temee

CCAPP.EXE 2010-12-1312:

1532 GUID: |2a1b3f5d-béce-41d3-8500-153a1240a561

DuQu (METHODOLOGY) 2011-10-21 16:13: 12

FIND WINDOWS 00010101 00000z | | CSRFed: (2014707727 23:58:342

Hack Tool:Win32/PWDump 20140718 06:08:04Z | Modffied: 2014-07-28 20:22:11Z

Hack Tool:Win32/Zeloxat A 2014-07-16 06:50:55Z -

MSEGT (INSTALLER) 2011-03-05 12:14:42z | Desciption:

SHELLDC.DLL (BACKDOOR) 0001-01-01 00:00:00Z Portable executable (PE). This CryptoWall malware variant encrypts files on victim PC using a public key. Files are typically only decrypted with a private key

STUXNET VIRUS (METHODOLOGY) 0001-01-01 00:00:00Z Et_r?(r:eu?n?n a remote server maintained by the attacker. Recovery of files is via a personal link that directs you to & Tor webpage asking for payment using

Zeus 0001-01-01 00:00:002

Add: AND OR ltem - =

=-on

--Email Subject contains Corporate eFax message
mzil Sender contains message@inbound.efax.com

-~ File Name is Fax 001_332813_l2315.zip

- File Name is Fax 001_95281% 1231%_scr

ile MDS is &€68ddc3b7f0415852cefb838beLI52E82

-~ File Shalsum is Zbbab&731508800£3c19142571666£80cea382590
--Network String URI contains sanshu.mamgou.net
..Network String URI contains pannanawydaniu.com.pl
- Network String URI contains stephanelouis.com

-~ Network String URI contains delices-au-chateau.fr
- Network String URI contains amedsehri.com

-~ Hetwork String URI contains ciltbakim.org
--Network String URI contains papillon-northwan.com
.- Network String URI contains gsxfll9.com

-+ Port Remote IF i1s 212.112.245.170

-~ Port Remote IP is 286.55.21.38

-+ Port Remote IF is 213.18€.33.17

..File Name contains dttey.exe

-+ File Name contains vsspg.exe
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