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의료데이터를둘러싼현황



아시아지역의료시장예측
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Source: IDC, FutureScape: Worldwide Health Industry 2019 Predictions
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의료분야에 대한 보안 위협
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Source: IBM X-Force Research: 2016 Cyber Security Intelligence Index, April 2016
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의료분야에 대한 보안 위협

355$

189%

Source: “2016 Cost of Data Breach Study, Global Analysis,” Ponemon Institute, June 2016
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디지털헬스케어시장의가장큰허들, 보안

Which are the very important business priorities for your organization for 2019? 

Source: IDC's European Vertical Markets Survey, 2018-2019 (healthcare provider sample: n= 290 [WE = 232, CEE = 58])
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개인정보보호법, 빅데이터가이드라인
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개인정보보호검사범위확대및 ISMS 인증강화
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http://www.medicaltimes.com/News/1099445

https://www.boannews.com/media/view.asp?idx=51741



의료기관의보안전략



환자개인정보보호

의료기기, 센서, 
IoT 장비보호

디지털전략지원

규제준수

의료이미지보호
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의료분야 CISO의고민



고려해야할보안전략
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디지털
신뢰

위협관리전략과
위험관리



위협관리

AI 및지속적인통찰력을통해사람, 프로세스및기술을연결

Security Operations Consulting  |  Threat Management Services  |  Security Analytics  |  Response and Orchestration  |  Master Threat Hunting

비즈니스장애물

룰기반
솔루션우회
공격

신속하고확실하게
위협을식별하고대처하십시오

SOC 인력
부재와변동

너무많은
이벤트,
부족한시간

사고대응에
대한운영책
부족

침해대응
인력부족
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지능적으로위협을탐지하고
대응하십시오
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AI로 SOC를고도화하십시오
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침해사고에어떻게
대응하는지가중요합니다
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디지털신뢰

전사비즈니스에대한보안정책, 분석및통제

Data Protection and Privacy  |  Identity Governance  |  Digital Identity Trust  |  Cloud and Mobile Security

비즈니스장애물

증가하는
정보보호
규제준수

비즈니스, 데이터, 사용자및
자산을관리하고보호하십시오

보호대상과
접근권한
정의의어려움

더나은
사용자경험에
대한요건

클라우드대비
기존보안
프로그램갭

현업과 IT 갭
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기업의자산이어디에있든지
안전하게보호하십시오
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Private
Cloud

Public
Clouds

On-Premise



하이브리드멀티클라우드에대한보안통제구현
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데이터보호 가시화접근권한관리

Private
Cloud

Public
Clouds

On-Premises

오픈보안에코시스템



정상사용자에대한승인
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악성사용자식별및대응



실시간으로접속기록을
모니터링하고분석하십시오
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안전하게데이터를
암호화하십시오

Private
Cloud

Public
Clouds

On-Premises
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2011년도이전

IT 프로젝트를위한
부가적인보안

2011-2018

기업을가로질러
보안인텔리젼스
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SECURITY
INTELLIGENCE

APPS

MOBILE

ENDPOINT

THREAT
INTEL

NETWORK

ADVANCED
FRAUD

IDENTITY
& ACCESS

DATA

2019년이후

“클라우드가속화”
와함께

모두를위한연결된
보안

그리고…

AI, 양자컴퓨팅, 블
록체인, IoT 보안

보안의미래
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맺음말



의료분야보안을위한 5가지수칙

클라우드보호
데이터보안및
개인정보보호체계구축

상호운영성을위한
접근관리

신기술도입에따른
보안기술적용

보안관제및
사고대응체계개선
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7 / 10
글로벌 Top 의료기관

9 / 10 
글로벌 Top 금융사

4 / 5
글로벌 Top 통신사

8 / 10
글로벌 Top 보험사
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4 / 5
미국 Top 유통사5 / 5

미국 Top 은행 5 / 5
주요미국정부기관

전세계 3천명이상의고객이사용중인검증된정보보호플랫폼
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무료진단오퍼링을통해개인정보보유여부를점검하세요

IBM Guardium Analyzer

• 개인정보식별

• DBMS 취약점점검

• 조처가이드보고서

30일무료체험제공

IBM Security / ©  2019 IBM Corporation
26



감사합니다
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©  Copyright IBM Corporation 2019. All rights reserved. The information contained in these materials is provided for informational 
purposes only, and is provided AS IS without warranty 
of any kind, express or implied.  Any statement of direction represents IBM's current intent, is subject to change or withdrawal, 
and represent only goals and objectives.  IBM, the IBM logo, and other IBM products and services are trademarks of the 
International Business Machines Corporation, in the United States, other countries or both. Other company, product, or service 
names may be trademarks or service marks of others.

Statement of Good Security Practices: IT system security involves protecting systems and information through prevention, 
detection and response to improper access from within and outside your enterprise. Improper access can result in information 
being altered, destroyed, misappropriated or misused or can result in damage to or misuse of your systems, including 
for use in attacks on others. No IT system or product  should be considered completely secure and no single product, service or 
security measure can be completely effective in preventing improper use or access. IBM systems, products and services are 
designed to be part of a lawful, comprehensive security approach, which will necessarily involve additional operational 
procedures, and may require other systems, products or services to be most effective. IBM does not warrant that any systems, 
products or services are immune from, or will make your enterprise immune from, the malicious or illegal conduct of any party.

Follow us on:

ibm.com/security

securityintelligence.com

ibm.com/security/community

xforce.ibmcloud.com

@ibmsecurity

youtube/user/ibmsecuritysolutions

https://www.ibm.com/security
https://securityintelligence.com/
https://www.ibm.com/security/community
https://exchange.xforce.ibmcloud.com/
https://twitter.com/IBMSecurity?ref_src=twsrc^google|twcamp^serp|twgr^author
https://www.youtube.com/ibmsecurity


IBM Security / ©  2019 IBM Corporation 28


