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of respondents
had a virtual
care visit in the
United States'

1: IDC, Worldwide Health Industry 2021 Predictions
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of medical imaging
workflows will use Al
to detect disease
and guide clinical
decisions by 2026

of providers will use
Tele-radiology to
share results and
improve access by
2026!

respondents used
Al-based chatbot
symptom checkers'
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the cloud today? applications in
the cloud today?

1: IDC, Worldwide Health Industry 2021 Predictions
3 2:1DC, The Digital Disruption of the Life Science Industry: 2021 Top Trends I H /\ I E S
3: Fierce Healthcare: 82% of healthcare organizations have experienced an loT-focused cyberattack, survey finds
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3: Fierce Healthcare: 82% of healthcare organizations have experienced an loT-focused cyberattack, survey finds

4 4: US Department of Health and Human Services (HHS) I H /\ I E S
5: Hipaa Journal: Cost of 2020 US Healthcare Ransomware Attacks Estimated at $21 Billion
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I Thales Cloud Protection & Licensing (&2l 2 CPL)

T _I Protection Worldwide in general Worldwide in Worldwide in
i purpose HSMs payment HSMs cloud HSMs
our  Acces #1 #1 #2
Solutions Management Worldwide in data Worldwide in key Worldwide in cloud
encryption management authentication
________________ - Software Worldwide in Worldwide in
Monetization software protection software licensing

Over 2,600 25 Countries @@ 750 Engineers 30,000 Customers
employees Presence o Worldwide Worldwide

The people we all rely on to secure our privacy - they rely on Thales
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I CipherTrust Data Security Platform - CDSP

CipherTrust Manager
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’ CipherTrust Connectors ’
Ransomware
Discovery Protection, Database Application . . . . Secrefs
and Classification  Encryption and Protection Data Protection Tokenization Enterprise Multi Cloud Management
Access Control
S ED @ p
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* * * * * * L4 *
Discovery Encryption and tokenization Key management
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I CipherTrust Transparent Encryption - Ransomware Protection
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I CTE-RWP: System IO Behavior Monitoring
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CipherTrust Manager

CipherTrust Transparent Encryption - Ransomware Protection (CTE-RWP)
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I How Thales can help
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Adopt innovations such as Automate and streamline Simplify privacy compliance

cloud, big data, Al, and loMT data and identity protection with centralized data
faster with a framework for a with scalable solutions for governance and de-
zero-trust world multiple use cases identified sensitive data
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Digital Records
and Signatures

Multi-cloud
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Secure digital identities,

applications, [loMT
devices and
cryptographic keys with
a certified root of trust
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Internet of Medical Artificial
Things (IoMT) intelligence

O

Protect data in multi-
cloud environments
with BYOK, HYOK,
BYOE, centralized key
management

Big Data
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Adopt a zero-trust
posture for all
environments with MFA,
intelligent SSO, and
centralized access
control
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A Fortune 100 organization focused on

the development and delivery of
drugs and healthcare products
wanted to protect sensitive data
across its sprawling hybrid IT systems.

Required a fully automated,
enterprise-grade solution that could
enforce security policies on a wide
variety of cloud-based and on-
premises platforms.

Desired a solution that would not
decrease performance or availability
of IT systems.

Ciphertrust Data Security Platform to
cenfralize the key management of
applications such as Oracle,
Microsoft SQL, Nutanix, and Rubrik,
among others.

Simplified data protection by
centrally managing encryption keys
and configuring security policies
and implementing granular access
controls.

Protected sensitive encryption keys
in FIPS 140-2 Level 3 tamper-proof
HSMs.

Improved HIPAA compliance posture and
helped maintain ISO 27001 and ISO 9001
certifications with automated and
centralized data security governance.

Straight-forward implementation of ¢
highly capable solution by highly skilled
account advisory feam.

High availability and performance of

solutions helped improve resiliency of the

entire hybrid IT infrastructure.

“"We were impressed by Thales's depth of

technical talent, the reliability of the

solution, and the ease of implementation.”

THALES
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Saas, Paas, laas On-premises File repositories External party Remote medical
services legacy systems and databases collaboration devices
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Centralize key Minimize the threat of data Secure access to

managemgnt for ’rhird- breach by de-identifying all health records with
party security 50|UT.'0n5 sensitive data in all new MFA for all laas,
across cloud, hybrid environments and legacy Paas, Saa$, and on-

and on-premises platforms, including partners premises platforms.

environments and suppliers
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Pharmacy chain had to
protect sensitive data flowing
between hundreds of locations
and its headquarters.

Data included patient records,
financial information and
intellectual property, each
falling under different
compliance requirements.

Constant release of new IT
capabilities required that the
solution be exitremely flexible
and scalable.

Deployed Ciphertrust
Transparent Encryption and
centralized key management to
protect sensitive data at rest
multiple locaftions.

Granular controls allowed the
precise definition of which users
are permitted access to which
assets in the network.

Enabled the seamless protection
of a dynamic infrastructure with
legacy systems and constantly
changing new platforms.
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Achieved comprehensive data security
coverage across multiple locations and
systems.

Enabled continued compliance with multiple
healthcare, financial, and other regulations.

Had no noticeable performance impact on
the systems achieving low financial and
operational overhead.

Ensured future scalability and growth by
enabling easy addition of security fo new
platforms and data stores.
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Discover and classify data across hybrid IT
according to sensitivity to specific legislation
requirements.

Automate data protection with centralized
policy-based enforcement from a single
pane of glass.

Apply data privacy and sovereignty rules
through granular data and access security

conftrols.

Brazil
LGPD

S. Africa
POPI

Japan
PIPA
UIDAI
/RBI
Indonesia
MAS

Australia
DPA
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NucleusHealth advances care

through cloud-based medical image
management, allowing global access

to images by health providers.

Required a fully automated,
enterprise-grade solution that could
handle enormous amounts of data
and protect from zero day exploits,
internal and external infrusions, and
unauthorized access.

Desired a central console to define
and audit security policies across
Hybrid IT for HIPAA compliance.

Ciphertrust Transparent Encryption
with centralized key management
enabled the protection of data
across multiple systems, including
Mongo DB and Microsoft Azure.

Automated data security policy-
setting, reporting, and regulatory
compliance auditing.

Provided a complete separation of
administrative roles with role-based
access control, allowing only
authorized users access to patient
data.
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Dramatically improved HIPAA
compliance posture with automated and
cenfralized data security governance.

Provided scalability to support cloud-
based platforms and protect petabytes
of data without impacting service level
agreements (SLAS).

Enabled a sophisticated cloud-based
dev-ops environment with automated
reporting, policy-setting, and audit
fraceability while keeping data
protected even from root-level access.

THALES
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