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TTPs#1

"Tactics, Techniques, Procedures.

TTPs#1: Controlling local network through

vulnerable websites

TTPs#4

Tactics - Technigues - Procedures

TiPs#g.

Phishing Target Reconnaissance
and Attack Resource Analysis

7 TN
P——
OPERATION

(IO RABD

Korea Internet &
KISAN\ Security Agency

TTPs#2

SINCE 2020

B2oEpam2d

,_____\
TTPs#5

TTPs#5 : attack patterns
in AD environment
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Tactics, Techniques, Procedures;

How to Attackers use malicious codes
[Based on features]
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Threat Shut Down?

Risk Management..
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On the face of Threat
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Beyond Incidents
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Phishing Target Reconnaissance
and Attack Resource Analysis
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= A, official website of the United States government

Conti Ransomeware
Alert(AA21-265A)

Use multi-factor authentication

Implement network segmentation and filter traffic

Scan for vulnerabilities and keep software updated |V|I’[Iga’[I0nS
Remove unnecessary applications and apply controls

Implement endpoint and detection response tools

Limit access to resources over the network, especially by restricting RDP

Secure user accounts
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