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Advanced persistent threat landscape in 2021

Kaspersky’s Global Research and Analysis Team (GReAT) is well-knownfor the discovery and dissemination of the most advanced cyberthreats.
According to their data, in 2021 the top targets for advanced persistent threats (APT) were governments, and the most significant threat actor was Lazarus.
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SOC & SIEM
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Network/ .
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Domain Names eSimple

Source: Pyramid of Pain - David Bianco
https://detect-respond.blogspot.com/2013/03/the-pyramid-of-pain.html
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Threat Data Feeds
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Latest Threat Landscape: Multi-stage infection

BlueNoroff’s SnatchCrypto campaign
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Important points we consider: Fullcontext understanding

181a20f27b72c1cA011B4ce 1d 02 5f641
483e3e0bldceb4ataldde5d3556c3fe
Se44decabZ03eB4f4093beaed2db0ca3
clB377fefbd c825a5cE760d2bkea 3914
03bca3ddbe55f22577d2f3a7fda22dlc

eh7le 4d 297854 7Thd962 215485480810 02145867282k 0Ice 4d85aled Bbd 77
da539h0cd e BI3bG52c13F295f e 730 « f2Beclheca2Eb3RA2cE baLHSAaSI
0681702258 4ce e d db83e heDla 2353ed > 97e5c0fe8089da 976Ea22975e2cBEd e
5053103dd 5d 075cld c54ed HBSER098 . . AibfFTHIfEZb2BIR3b5ReDf:2 348683]
53Bhae 3lcA%a &d 4BF503cE8535 44431 Hard to find a connection 4bb579d59830579beSe a d8F74a 55001
307825¢207fed BE4T0436da 07343732 Hicfd 4b030eBbSd75e T Tace 530da d g
[5flae Ife d Ib2ea7Ifd b3BEIB236E3CE Id0fc2flaBebZb2bfalEBaE3za BTIFD
5Bfe?83ca3elcIBETISce 776426006 db3182Ech8f2ad Bed fe d 8d Bbabibeflf
R50751de ThBe158dBE4Ed22ad Ic31D1 80597827 acd 75064401 a 31da 4996c
a8282F73r39365699I07bBec038dd 5 9934aTa Ddfa 2ebcBIbIIBA2TTI28ch

2eaZceablnB8810961d2fca40e2f357e
961f70411443b327e3f13d 81bbZce a 08
3812cdc4225182326b1425c3f3c2d00b
0af886030204352ae243eed d25dd 43ch

Files on Virustotal

089flbbsda83cfd 4a2f7f3489aa 426aT

ce09cd b7373fb3039f46dd 3303663001

» » » » C

>_ g F.VBS g Fpsl g ((ﬁ)) i

Shortcut file Visual Basic Script Powershell Backdoor Stealer
42/62 1/2 1/a 15/38 0/2

Low visibility

kaspersky GREAT



Important points we consider: Full-context understanding
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Threat intelligence sources
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